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How do we store private information? How do we communicate informa-
tion securely? Answers to these questions are changing as computational
capabilities change. Addressing them is vital not only to our national secu-
rity but also our everyday existence, impacting commerce, healthcare, and
the ways we interact with one another. Quantum computing poses a threat
to current encryption schemes, such as RSA and elliptic curve cryptography,
which underpin nearly all digital transactions. Public key encryption as we
know it succumbs to Shor’s Algorithm, making a replacement necessary. The
National Institute of Standards and Technology (NIST) is in the process of
standardizing cryptosystems which are post-quantum secure, meaning are
resilient in the face of quantum algorithms. In this talk, we share moderniza-
tions of McEliece’s 1978 code-based cryptosystem which are based on graphs.
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